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Board Members and Superintendent

During the 2015-16 fiscal year, Dr. Nikolai P. Vitti served as Superintendent of the Duval County
Schools and the following individuals served as School Board Members:

District No.
Cheryl Grymes, Chair to 11-17-15 1
Scott Shine 2
Ashley Smith Juarez, Chair from 11-18-15, 3
Vice Chair to 11-17-15
Paula D. Wright, Vice Chair from 11-18-15 4
Dr. Constance S. Hall 5
Becki A. Couch 6
Jason Fischer 2 7

a Board member resigned effective June 19, 2016, and position
remained vacant through June 30, 2016.

The team leader was Dennis W. Gay, CPA, and the audit was supervised by Randy R. Arend, CPA. For the information
technology portion of this audit, the team leader was Sudeshna Aich, CISA, and the supervisor was
Heidi G. Burns, CPA, CISA.

Please address inquiries regarding this report to Micah E. Rodgers, CPA, Audit Supervisor, by e-mail at
micahrodgers@aud.state.fl.us or by telephone at (850) 412-2905.



https://flauditor.gov/

DUVAL COUNTY DISTRICT SCHOOL BOARD
SUMMARY

This operational audit of the Duval County School District (District) focused on selected District processes
and administrative activities and included a follow-up on findings noted in our report No. 2014-076. Our
operational audit disclosed the following:

Finding 1:
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reconciliations increase the risk that cash transaction errors or misappropriations may occur and not be
timely detected.
Recommendation: District management should ensure that reconciliations of the bank account

balances to the general ledger balances are timely completed, reviewed, and approved for all
District bank accounts.

Finding 2: Background Screenings

State law® requires each person hired or contracted to serve in an instructional or noninstructional
capacity who are permitted access on school grounds when students are present or who have direct
contact with students to undergo a level 2 background screening* at least once every 5 years. State law®
also provides that noninstructional contractors may be exempt from the background screening
requirements if the contractors are under the direct supervision of a school district employee or contractor
who has had a criminal history check and meets the State law screening requirements. Additionally, for
noninstructional contractors, State law® requires the District to verify the results of the contractor’s
background screening using the shared system implemented by the Florida Department of Law
Enforcement (FDLE). State law’ further requires personnel who are hired or contracted to fill positions
in any charter school and members of the governing board of any charter school (i.e., board members)
to undergo a background screening by filing a complete set of fingerprints with the district school board
for the school district in which the charter school is located.

To promote compliance with the statutory background screening requirements, District procedures
require employees and contractor workers who have access to school grounds, as well as charter school
employees and board members, to undergo required background screenings. However, according to
District personnel, they did not maintain the records necessary to monitor when these individuals were
due for the 5-year background rescreening.

For the 2015-16 fiscal year, we evaluated District records and background screening procedures for
District instructional and noninstructional employees, contractor workers, and charter school employees
ol Are in loyees
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required notice of tax levy the projects to be funded by the assessment of such taxes. State law also
establishes requirements for amending a list of capital outlay projects previously advertised and adopted.

The District accounts for the ad valorem tax levy proceeds in the Capital Projects — Local Capital
Improvement (LCI) Fund. For the 2015-16 fiscal year, the District had LCI Fund transfers to the other
funds totaling $54,410,085 and expenditures totaling $49,099,342, which included administrative
overhead expenditure reclassifications totaling $1,418,764 from several General Fund cost centers. To
determine the propriety of District uses of ad valorem tax levy proceeds for the 2015-16 fiscal year, we
examined District records supporting selected LCI Fund transfer
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Finding 4: Relocatable Building Inspections

State law!! requires that an educational facilities plan be prepared annually that includes information
about the relocatable facilities used for conducting District instructional programs. Additionally, according
to the FDOE Office of Educational Facilities’ (OEF) publications,? all school district relocatable buildings
must be inspected for compliance with the standards for satisfactory buildings. The FDOE-OEF created
and supports the Florida Inventory of School Houses (FISH), which is an electronic database to provide
record keeping capabilities for all school district facilities, including relocatable facilities, and is used to
allocate maintenance funds to school districts. Annual inspection reports for relocatable buildings
designed as classrooms or spaces intended for student occupancy must be filed with the Board and
correction plans must be adopted by the Board. State law®? also provides that relocatable facilities that
fail to meet the standards must not be reported as satisfactory in FISH.

Effective for the 2016-17 fiscal year, State law'*
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Our examination of the District inspection reports, FISH, and the District educational facilities plan
disclosed that:

y
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followed. Additionally, the P-card administrator indicated that, for the one P-card violation
reported by the Business Services Department, the cardholder’s P-card was suspended, and the
cardholder’s P-card privileges were reinstated about 3 weeks later when the P-card administrator
was notified that the cardholder had submitted the required monthly reconciliations and was in
compliance. However, although we requested, District personnel could not provide
documentation to evidence any written warnings or other disciplinary action taken for the other
P-card manual violations that we noted.

Without timely submission of monthly reconciliations and related support, District records did not
evidence supervisory review and approval of charges by approving administrators within the 60-day limit
to dispute the charges, or the necessity and public purpose of the purchases. Additionally, when
consequences for untimely submission of monthly reconciliations are not consistently enforced, there is
an increased risk that cardholders will continue to violate the P-card requirements. Similar findings were
noted in our report Nos. 2011-042 and 2014-076.

Recommendation: The District should enhance procedures to ensure compliance with the
P-card manual requirements. Such procedures should include timely submission of monthly
reconciliations and related support for P-card purchases to the Business Services Department
and documented, appropriate, and consistently enforced consequences for untimely submission
of monthly reconciliations.

Finding 6: Contractual Services

Effective contract management ensures contract provisions establish required services and related
service times and satisfactory receipt of contracted services prior to payment. The Board routinely enters
into contracts for services, and internal controls have been designed and implemented to ensure that,
when applicable, competitive procurement procedures are followed and payments are generally
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services designed to ensure students stay in school and on track to graduate with services
provided throughout the school day, Monday through Thursday, and the District made payments
to the nonprofit organization in 10 equal monthly installments of $100,000. The agreement also
required the organization to provide an acceptable invoice, including a monthly report
summarizing the services provided, in the format specified by the District.

The invoices and monthly reports submitted for payment included the names of student
participants served and the number of minutes student participants were served during the month;
however, the monthly reports did not document the dates and hours of service provided by
members, and District personnel with direct knowledge of the services did not document receipt
of the services through time records, such as sign-in, sign-out
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Finding 7: Intensive Reading Instruction

State law
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the minimum reading instruction time. In addition, the Distric
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and, therefore, did not qualify for the 2016-17 fiscal year scholarship award. District confirmation of
college entrance exam scores based on reliable and authentic records, such as college transcripts or
final exam reports, would provide better assurance that the scores are accurate and teachers are eligible
for the scholarships.

Recommendation: The District should ensure that Program scholarships are awarded to eligible
recipients based on college entrance exam scores reported on reliable and authentic records.
Such records could include college transcripts or final exam reports.

Finding 9: Information Technology — Access Privileges

Access controls are intended to protect District data and information technology (IT) resources from
unauthorized disclosure, modification, or destruction. Effective access controls include granting
employees access to IT resources based on a demonstrated need to view, change, or delete data and
restrict employees from performing incompatible functions or fu
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a periodic review procedure was not in place, a privileged access management (PAM) software
solution had been implemented in July 2016 to allow administrator access privileges to be granted
as needed and with approval.

Inappropriate or unnecessary IT access privileges and the lack of a review of administrator access

privileges assigned to network accounts increases the risk that unauthorized disclosure, modification, or
destruction of District data and IT resources may occur.

Recommendation: District management should ensure that IT access privileges granted
enforce an appropriate separation of duties and are necessary and remove any inappropriate or
unnecessary access privileges detected. In addition, District management should monitor the
ongoing effectiveness of their PAM solution for granting and monitoring privileged network
accounts.

Finding 10: Information Technology — Security Controls — User Authentication and Monitoring
of Application Activity

Report No. 2017-145
Page 14 March 2017



PRIOR AUDIT FOLLOW-UP
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OBJECTIVES, SCOPE, AND METHODOLOGY

7KH $XGLWRU *HQHUDO FRQGXFWYV RSH U DMMRQDLOH \D X\GRL V8 U RRYI L BRIY M/U
JORULGDIV FLWL]JHQV SXEOLF HQWLW\ ®O®KRYDV HPHELDVBG G WP KU \
LQIRUPDWLRQ IRU XVH LQ SURPRWLQJ VRHZDYBNEWSDFEE XLP8 D RYQ D\
RSHUDWLRQYV

'H FRQGXFWHG WKLV RSHUDWLRQDO DXGLW IlUR P RSRIL®D Q F HWRL WK H
DFFHSWHG JRYHUQPHQW DXGLWLQJ VWDK GLXKIDAW ZH7 KRV \DW BQSHDWIR
WR REWDLQ VXIILFLHQW DSSURSULDWIBOH EDFHE AR WRXUU RYLGEH) DV UD
EDVHG RQ RXU DXGLW REMHFWLYHYV W EHOHE YSH) RAKIDGAH W RHUH D VR D!
RXU ILQGLQJY DQG FRQFOXVLRQVY EDVHG RQ RXU DXGLW REMHFWLYH

7KH REMHFWLYHV RI WKLY RSHUDWLRQDO DXGLW ZHUH WR

y (YDOXDWH PDQDJHPHQWYIV SHUIRUPDQFHQLQLBWHDEDIOVKRQWD @ (
FRQWUROV GHVLJQHG WR SUHYHQW DQ G DHWHE W GB D@ GV ¥ B U Wo!
UHVSRQVLELOLWLHYV LQ DFFRUGDQFH ZLVDK WLRSDL F FRQK UDFZ
DJUHHPHQWY DQG RWKHU JXLGHOLQHYV

y ([DPLQH LQWHUQDO FRQWUROV GHVLJQSGRPRW HS ODREH G QLRR XRLSE
DFKLHYHPHQW RI PDQDJHPHQW{V FRQWW RO RERMBHCAVDIQWHHY HE RQIR
HIILFLHQW RSHUDWLRQV UHOLDELODWHJXIDUBERUGM DgGHWYS RL
ZHDNQHVVHV LQ WKRVH FRQWUROV

y 'HWHUPLQH ZKHWKHU PDQDJHPHQW KD GIMIEBNMQVFRQBEOREHEHL QF

1R
y ,GHQWLI\ VWDWXWRU\ DQG ILVFDO FKD QW W WH DMWJ P\DO (EWIXUHF &
6HFWLRQ K )J)ORULGD 6WDWXWHYV

7KLV DXGLW ZDV GHVLIJQHG WR
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efficiency and the stewardship of management. Professional judgment has been used in determining
significance and audit risk and in selecting the particular transactions, legal compliance matters, records,
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to all transactions resulting in the review of the appropriateness of administrator privileges
granted to 65 accounts for the ERP system applications.

y Reviewed District procedures and reports related to the capture and review of system activity that
were designed to ensure the appropriateness of access to and modification of sensitive or critical
resources.

y Reviewed District policies and procedures governing the classification, management, and
protection of confidential and sensitive information.

y Reviewed the District disaster recovery plan (plan) test procedures and documentation to
determine whether the District had tested the plan.

y Reviewed District supporting documentation to determine whether authentication controls were
configured and enforced in accordance with IT best practices.
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y From the population of 582 vehicles (excluding school buses) as of May 2016, examined
30 selected vehicle logs to determine whether the logs contained travel descriptions, starting and
ending mileage readings, travel dates, reasons for travel, driver signatures, and evidence of

supervisory review and approval.
y Examined records and made inquiries to determine whether the District properly reported the

taxable value of employees’ personal use of Board-owned vehicles in accordance with United
States Treasury Regulations and the Internal Revenue Code for t
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y Reviewed District procedures for acquiring excess health liability insurance to determine
compliance with Section 112.08, Florida Statutes. We also evaluated the procedures for acquiring
other types of commercial insurance to determine whether the basis for selecting insurance
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3ODQQHG &RUUHFWLYH $FWLRQ 2YHUKHDG ([SHQGLWXUHYV
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JLOGLQJ 3XUFKDVLQJ &DUG 3URJUDP
YJLOQGLQJ
'LVWULFW FRQW RR GX RFHV WHEH PQUHEG RS WR QM PHQ RV

30DQQHG &RUUHFWLYH $FWLRQ
&RPPXQLFDWLRRF RN Q&N H3I3 YOERKHD VIQEL KDWREHMERLMO 0. @G L Q J\
KDYH EHHQ FOHDUHG DQG QHZ SURFHGXUMYXRIY HQERRQHL
LQWHUYHQWLRQ IRU XQGRFXPHQWH GG RW LRQ@D O\WOKRZ DK@ E HIX &
HPSOR\HH SXUFKDVKQY EBU® KRMGEFHE IURPR  LKQQ

ZKLFK LV D UHGXFWLRQ LQ FDUGYV

%DVHG RQ $XGLWRUWWH HEVE DXFON - WUWRIFHAMWAHAMH (RHIG WKW VBL P H O
DQG WUDFNLQJ RI SXUFKDVLQJ FDUBDXVDHM L BDH/G GDRQ@ W R 8 O,
EHHQ QRWLILHG RALWIK\LRU WXBIQBL B RF RN QRVR WNUKHFW HYGH HD® GV W K
GRFXPHQWDWLRQ KDV EHHQ VXEPLWMWHEBXDQE DB D SURY I$GEG
JLOQODQFLDO 2IILFHU &)2 ZLWK D P
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6SHFLILF SRQWUDFWYV &LWHG

5RRILQJ 5HSDLU 3URMHFWV
$ URRILQJ VHUYLFHW FRQGHID FVWKRU WZDRMH F RRRPS B AWML W L
SURFHVV &XUUVHNFQILWIOHQH IHDHRVFOYWHIFHQWLWKLQ D F
MRE $Q\ LW R RW D WWGRIMNKKH. G CRMMMIRWHBVSODFHG LQ DQ L\
SXQLGHQWLILHG WDVNV ~ 7R HQVXUWIDBGH TTRW N VERUFK FFHR®
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5HVSRQVLEOH &RQWDFW 3HUVRQ
BRQLWD <RXQOXS$SMVULQWBIQWHQW Rl +MPDQ 5HVRXUFH 6HUYLF

JLOGLQJ 7 $GPLOLVWUDWLYH $FFHVV

YLQGLQJ

BRPH LQDSSURSULDWHIRWU PONLHFH WDRKPR OCSRULY LD HDHY H[L
LQFUHDVHG WKH ULVN WKDW XQDRW KFRHMWHIG FOAL VR Q RV X UMW B |
UHVRXUFHV PD\ RFAXWH 'O/ WEGEWLRIEG QRW KDYH SUR
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